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The Problem with Viruses

by Frank Paolino, MayFlower Software

The increase in recent Virus activity has been noticeable,
and the sophisticated techniques the virus makers use to
evade detection make the job of stopping them that much
more challenging.

seen a new level of viruses, called “ransom ware”
where they lock all of your files on your machine, all of
your Word docs and Excel spreadsheets, and you must
pay a ransom for the unlock key.

The problem with viruses is that they masquerade as something you want to open by
either promising you something you want or scaring you with something you fear.

Most do their work

knowing, or you might
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Viruses are often spread via email the same way spam is
spread. The big difference is that the virus wants to steal
from you without you knowing in most cases.

iruses w u ine, W

Viruses want data on your machine, or they want to make
your machine into a “zombie” to send out more spam and
viruses to others.

viruses have to be
careful or we can infect our own machines (something | have unfortunately done).

I cannot list every tactic, mostly because they change every day. But reading this guide
will make you stop and think and possibly delay before opening any attachment, then it
will have raised your awareness of this problem.

Good luck, and don’t open that attachment!


http://www.maysoft.com/web3.nsf/page/virus-protection-samples
http://www.maysoft.com/
http://blog.maysoft.org/blog.nsf/d6plinks/FPAO-9CTJ85
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“Notice to Appear” To [Allison Cote/Maysoft
<ticket_support 7@jonesday com>
12232013 10:16 AM &=

Subject: Notice to appear in court NR#3034

Scare Me T —

Notice to Appear.

The “Scare Me"” virus wants you to panic and in your panic rush to open
an attachment to “fix” the problem, or find out more details. Hereby you are notified that you have been scheduled to appear for your hearing that
‘will take place in the court of Washington in January 11. 2014 at 09:00 am.

Yes, the titles of many of these mail messages appear scary and that is
what the senders of the email want, to scare you into opening the

message and reading the body, then launching the phony "notice". The copy of the court notice is attached to this letter.
Please, read it thoroughly.

Please bring all documents and witnesses relating to this case with you to Court on your hearing date.

There are many flavors of this, but here are a few to give you an idea: i ) .
Note: If you do not attend the heaning the judge may hear the case n your absence.

Yours truly,
Jennifer Smith
lllegal Software Use Clerk to the Court.
Important — Payment Overdue
Judicial Summons
VISA - Recent Transaction Report
Your FED TAX payment (ID : 87VIRS8xxx) was Rejected
ATTN: Important Bank Documents Here is a sample of a phony notice that appears to come from JonesDay, one of many

law firms that were spoofed trying to trick recipients into opening the malware.
Department of Treasury Notice of Outstanding Obligation
Read more about spoofed mail messages here.

FW : DNB Complaint
Order #NR7688 is processed

Notice to Appear In Court

TIP
If you are scared by the title, you will be really
scared by the damage the virus will inflict if you

launch it.

Don't open unknown attachments!


http://blog.maysoft.org/blog.nsf/d6plinks/FPAO-9EXSX8
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DELR FRIEND, $

FLEASE QUOTE YOUR BEST CNF 3% ITALY PRICE FOR THE ATTACHED ENQUIRY

Dear Friend

The “Dear Friend” or any other greeting that does not use your name is
a strong indicator that the message is a spam message or if it has an
attachment, contains a virus. WE LRE AWATTTNG FOR YOUR PROMPT REPLY

TIP Regards,

Hopesun Ltd

Cell. 58-73630352
If you don’t know the sender, don’t open the attachment or
click on the links.

New Bldg:; "A" Wing 2Znd floor,
26-L MNarayan Properties,
Chandiwvali Farm Road,

Off S5aki Vihar Road, Chandiwvali,
ndheri (East), Mumbai- 400 072

OO a n y r] e n S -F“jdE"- E‘F:"*s <lmorris@ljmins.com>, <mbingham@I|lnw.com?>, <bobboliewire@localnet.cor
Shipments <maureendeyo@|onestaradv.com>, <alina@lozben.com>, <lara@lggraphics.
<geral@transporcar - K
ga.com> To: [<ianice kiraly@|sgskychefs.com?>, <pat@lsw.com?, <ehalstead@lwda.com>, 4
i X . X - |(bec: SpamSentinel Administrator)
e 00 Vlan riends” Isan emal aton OuU should receive, bu - -
The “Too Many Friends” I that only you should . but 12/13/2013 08:54 AM e
. . W Please Respond to Subject: FedEx Shipment Department Track code 310743 85
you find 10, or 20 names in the “To" field, most of whom you do not “Foden Team®
recognize. v 2 attachments

« 5

Track_1764-78103-4529.zip SpamSentinel Report txt

TIP Dear customer. e

You can have “*Too Many Friends” if Viruses are being sent The parcel was sent to your home address. .
And it will arrive within 7 business day. You can see details in file

to you. attached below.

Your tracking number is 1764-78103-4529

Thank vou.
© FedEx 1995-2013
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"Ahmed” ]
<john@itreeservice.c To:

om> cc: |(bee: SpamSentinel Administrator)
12102013 09:27 PM Subject: [Payment Details

Please Respond to

dinma.scan

| Have No Name W B

The “I Have No Name” is an email that only you should receive, but
your name in not in the “To" field. This was probably sent out as a

large BCC email. . . .
Please, confirm your bank details in yvour invoice before we proceed your payment.
This most likely has an attachment, and that contains a virus. Regards.
Mr. Zhmed
Purchase Manager
TIP

If it is not addressed to you, don’t open it.

Fake Attachments

wi . =« Local Disk (C:) » av » Court_Notice_Jones_Day_Wa#5577 ~ | %9 | Search Court Notice jones_Day Wa=.. D
The “Fake Attachments” pretend to be something safe. Everyone e e = =~ A @
knows (or should know) not to click on and EXE attachment, so many - i
A A < Favorites Name Date modified Type Size
of these are disguised as Word documents or PDF attachments, or a
JPG photo B Desktop \E_] Court_Notice_Jones_Day_Washington 12/23/20136:24 PM__ Application 119KB|
’ & Downloads

If strange women are sending “Photos of Me”, it is probably NOT your e

lucky day. In fact, if you open these “photos” they are probably viruses 5 Librarics
and it is definitely your unlucky day. B Documents
& Music
& Pictures
B videos
TIP 5 Compuiee
If itis inside a ZIP file (or RAR file, another compression € Network

format) do NOT openiit.

If you are convinced it is a good attachments, detach it to
your machine and your anti-virus software might catch it.

Best answer: Send it to IT and infect their machine.

Application Size: 118 KB

E .] Court_Motice_Jones_Day_Washington Date modified: 12/23/2013 6:24 PM Date crested: 1/2/2014 2:07 PM
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Wrong on So
Many Levels

The “Wrong on So Many Levels” breaks all the rules of what NOT to do
if you send viruses trying to infect machines.

1. No SendTo
2. Contains a Zip with an EXE inside
3. Not personalized

4. Signature incomplete.

TIP

If you get a “Wrong on So Many Levels”, laugh at the virus
maker’s incompetence and know you are probably having a
better day than he is...

...and don’t open the attachments.

“Lilian WU~

<mail@srbeadings.c To:
om> cc: |(boc: Spam

12/13/2013 10:38 AM Subject: |P-O- 634563 Order

v 2 ai.i%hments J @

Order Sample 1-zip_SpamSentinel Report et

Ne\
</
Dear S5ir/Ma @ @

please check in the attached document with our approval and payment
please get back to us for order processing.

Can you conform Delivery date in a return mail &.5.4. P.

Eegards

Lilian WU o
Bccount Dept K :
i)

Unirols Grou




